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ASMB-5xx. 7xx BIOSZEDOHIH ST

FRFBRIDTEhZHD. E<EHLEBULEITET,

ASMB-5xx. 7xxDBIOSEE(CRATIHHMSEBEL/RDFET,

Intel Management EngineMREIEKR T, Intel AMTODRIEICX I DEEMNINZ SNE Uz,
CCICTERNRULITFET,

(1) MNRERBE
® ASMB-5853U—X
® ASMB-785>1U—X
® ASMB-584>1U—X
ASMB-78431)—X
ASMB-78231)—X
ASMB-781>1J—X

(2) HEHEICLDIZE

Impact on Mechanical Design (B#&> 51 > A \DFEL) No

Impact on Software Compatibility (V7 b 1 77 EIRMEANDRE Possible
Impact on Environment Characteristics GRIBIFIEN\DRZEE) No

Impact on Board Certifications Note (ESiRIE\DZE) No

Physical Outlook Change (9MRZE) No
Ordering P/N Change CEXESZER) No

Cut-in Implement (v b > 3E&) New Working Order
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(3) %= :

ZEEA Intel Management EngineDREIRR(ICXT 3 D XFERDT=8D
Intel AMTHEREFESHETEDRIRICXT 3 D XITRADT=8D
*Intel Security Advisory links: [HEEDFEMMIZE L F L TIZ FaldV > 2 & TR < 7230,
https//security-center.intel.com/advisory.aspxZintelid=INTEL-SA-00075&languageid=en-fr
https//security-center.intel.com/advisory.aspx’intelid=INTEL-SA-00086&languageid=en-fr

https//security-center.intel.com/advisory.aspx’intelid=INTEL-SA-00088&languageid=en-fr
ASMB-585 ASMB-785 ‘ ASMB-584 ASMB-784 ASMB-782 ASMB-781

ME update for AMT
issues
(INTEL-SA-00075,
Severity: Critical)

No impact

ME update for Intel
o V1.18
security issues Vv2.02 V2.04 V2.04 V2.04

(INTEL SA-00086, 1420043948 1420043947 1420043945 1420043949

Severity: Important) (ECOM-139772) | (ECOM-139771) | (ECOM-139773) | (ECOM-139774)

1420043962 No impact
(ECOM-13977
5)

Microcode update for
side-channel security V1.18

and reboot issues 1420043963
(INTEL SA-00088, (ECOM-139776)

Severity: Important)
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ZEERSHA :

Estimated Cut-in
Current New

Affected Models Effective Implement Change Description

Component  Component Date "ote
ate

1. Update Intel Kaby
Lake & Skylake
ASMB-785G2-00A1E v2.03 v2.04 ECOM-139771 Microcode to fix
ASMB-785G4-00A1E | (1420043281) | (1420043947) security issue
(INTEL-SA-00088)
2. Enable SOL support
1. Update Intel Kaby

Lake & Skylake

- - V2.02
ASMB-585G2-00A1E V2.01 ECOM-139772 Microcode to fix

ASMB-585G4-00A1E | (1420043280) | (1420043948) security issue

(INTEL-SA-00088)

1. Update Intel Haswell
Microcode to fix

security issue

ASMB-584G2-00A1E V2.03 V2.04 (INTEL-SA-00088)

ASMB-584G2-00A2E ECOM-139773
(1420043243) | (1420043945) 2. Update ME firmware
ASMB-584VG-00A1E

to fix security issue
(INTEL-SA-00086)
3.  Enable SOL support

1. Update Intel Haswell
April 1st 2018 New W/O Microcode to fix

security issue

- - V2.04 (INTEL-SA-00088)
ASMB-784G2-00A1E V2.03 ECOM-139774
ASMB-784G4-00A1E | (1420043242) | (1420043949) 2. Update ME firmware
to fix security issue
(INTEL-SA-00086)

3.  Enable SOL support

1.  Update Intel Ivy
Bridge and Sandy
Bridge Microcode to

fix security issue

ASMB-782G2-00A1E V1.16 V1.18 (INTEL-SA-00088)
ECOM-139775 .
ASMB-782G4-00A1E | (1420034152) | (1420043962) 2. Update ME firmware

to fix AMT & security
issue
(INTEL-SA-00075,
INTEL-SA-00086)

1.  Update Intel Sandy

ASMB-781G2-00A1E V1.17 V1.18 Bridge Microcode to
ECOM-139776 ) L
ASMB-781G4-00A1E | (1420035379) | (1420043963) fix security issue

(INTEL-SA-00088)
BIOSDAw b1 > HIZFEHE. TIHROEEBRICEI O TRIERLET . LEFEHETFRTHDZECTERSIES,
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o ISERIEERNSCBASNILEGS
—  IRFERIEERRABRENEDE <IZS0N,
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